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1 Introduction 

The activities of registrars are governed by various types of regulations. The most detailed 

and comprehensive regulation of their activities is included in the agreement signed by every 

registrar with .SE (Registrar Agreement). The Registrar Agreement also entails that a registrar 

agrees to impose certain shared conditions (the Terms and Conditions of Registration) on 

domain name registrants. This document provides information about the obligations of 

registrars according to the Registrar Agreement and Terms and Conditions of Registration. 

However, it should be noted that this is a brief, simplified presentation that cannot replace a 

careful review of the actual tests of the agreements. 

A registrar must – just as other businesses do – comply with many laws. Most of these laws 

do not entail any special considerations in relation to the activities conducted by registrars, 

namely the registration and handling of domain names. However, this document provides 

information about some of the laws that are particularly relevant for these activities. The 

presentation of the laws is also simplified and general. In some cases, it may be necessary to 

undertake more extensive investigations of the legal situation. For example, a registrar who 

operates in countries other than Sweden or has agreements with customers in such countries 

may be obligated to comply with the laws of these countries. 

This presentation of a registrar’s most important obligations is intended to be as accessible as 

possible. Accordingly, the obligations according to laws and agreements are presented in 

close connection with the various activities and tasks that may be carried out by a registrar. 

Such a problem-oriented review is provided in section 4. However, fundamental knowledge 

of the scope and main composition of certain essential laws is required to enable the reader to 

utilize such a problem-oriented structure. Accordingly, such a presentation is provided in 

section 2. Similarly, a problem-oriented review requires an introductory overview of the 

purpose and composition of the two agreements. This review is provided in section 3. Section 

5 comprises a brief discussion of what is applicable if a registrar or registrant is located in a 

country other than Sweden. In an appendix, a chronological checklist is presented for the 

formulation of ordering domain name services. 

This document reflects legislation and agreements as they applied in May 2011. 



2 Essential laws for the activities of registrars 

2.1 The National Top-level Domains for Sweden on the Internet Act (2006:26)  
 

The top-domain act regulates the technical operation of domains such as the .se top domain. It 

also governs the registration and allocation of domains under this top domain. 

The act entails that .SE has certain obligations in relation to the state. To ensure that .SE is 

able to meet all of its obligations, it must establish in the Registrar Agreement relatively 

detailed requirements for those operating as registrars. 

The act regulates a number of different issues, such as how the technical operation of the top 

domain should take place and the security requirements set out for the operations. It also 

requires that zone files and domain name registries are continuously transferred to the 

supervising authority (the Swedish Post and Telecom Agency). 

The Top-domain Act also stipulates what information should be included in the registry of 

allocated domain names and how the information in the registry should be handled. The 

provisions entail that .SE should always have access to information regarding the identity of 

the registrant for a given domain name (known as the thick registry). The information in the 

registry is to be made available on the Internet. However, information on natural persons 

(personal information) may only be provided in this manner if the individual person has 

provided his or her consent. .SE is responsible for ensuring that the personal information in 

the registry is handled correctly. 

The act gives .SE the right to establish provisions for allocation, registration, deregistration 

and transfers of domain names. However, the provisions must be formulated so that the 

procedures are open and non-discriminatory. They should contribute to the protection of 

personal integrity, the interests of users and other public interests, and the development of the 

Internet. The provisions are to be public. 

.SE is to provide a dispute resolution system for domain names for which there are several 

interested parties. The separate dispute resolution system is intended to provide interested 

parties with faster and less expensive dispute resolution than would be possible if they were 

forced to take the case to court. However, there is nothing to prevent a party from going to 

court immediately or if the party is dissatisfied with a decision in the dispute resolution 

system. 

The Swedish Post and Telecom Agency (PTS) is the supervising authority and checks that .SE 

is complying with the law. However, registrars are not under the direct authority of the PTS. 

Instead, .SE carries out checks of their operations in accordance with the Registrar 

Agreement. 

 



2.2 The Swedish Electronic Commerce and Other Information Society 

Services Act (2002:562) 

The E-commerce Act includes a variety of different types of provisions for companies 

supplying information society services, i.e. various types of online interactive services. If a 

registrar offers registration services online, the act is applicable. The E-commerce Act 

stipulates that certain information must be provided on the website and that any available 

ordering functions must be formulated in a certain way. The specific requirements are 

addressed in section 4 below. Those who violate the provisions of the e-commerce act can be 

ordered, under penalty of a fine, to provide certain information or to modify their ordering 

functions. 

 

2.3 The Swedish Distance Contracts and Home Sales Act (2005:59) 

Usually, registrars enter into domain name registration agreements with their customers 

through various types of online services. If a registrar’s customer is a consumer, i.e. a natural 

person purchasing services intended primarily for purposes excluding business activities, the 

consumer-protecting Distance Contracts and Home Sales Act is applicable. This entails that 

registrars must always provide certain information on their websites before an agreement is 

reached, and that certain information must be provided in permanent form, such as on paper 

or in an e-mail message, after the agreement is reached. The act also stipulates that a 

consumer has the right to reverse a purchase, which in practice means that, for a limited 

period, a consumer has the right to waive an agreement entered and have the money back. 

 

2.4 The Swedish Marketing Act (2008:486) 

The Marketing Act includes provisions that apply to all kinds of marketing. This entails that 

the marketing of domain names and registration services must take place in accordance with 

the requirements of the act. The act defines the term marketing very broadly. In practice, most 

actions taken by registrars in their business activities are defined as marketing. It is important 

to note that the Marketing Act also covers actions or omissions as part of an ongoing 

customer relationship. For example, misleading existing customers about their rights or 

establishing unreasonable demands for accepting a refund claim constitutes a violation of the 

law. 

The Marketing Act establishes certain general requirements for the nature of advertising. Put 

simply, advertising must be true and provide a true and fair representation to the consumer. It 

must not be formulated in an aggressive manner. 

The essential element of the act is the generally held general avoidance provision on improper 

marketing. The more specific implications of this provision are determined by such factors as 

the practice of the Swedish Market Court and industry regulations on good advertising 

practice. Those who violate the provision may, under penalty of a fine, be prohibited from 

including a specific action in their operations or be ordered to provide certain information. 



Stricter sanctions – a market interference fine of up to SEK 5 M – may immediately be 

imposed for those who violate certain other provisions of the marketing act. 

 General avoidance provision on misleading advertising. For example, advertising may 

not be misleading in terms of the price or characteristics of the service. In addition, 

entrepreneurs may not provide misleading information about their own qualifications. 

Customers are to be provided with relevant information about their rights and about 

the service provided. 

 

 General avoidance provision on aggressive advertising. Advertising can be considered 

aggressive if it includes harassment, force, physical violence, threats or other 

aggressive means. For example, it may be seen as aggressive to contact a potential 

customer and state that someone else is about to register the customer’s company 

name as a domain name and that the customer must immediately register the domain 

name himself. 

 Some provisions in the appendix to the underlying EU directive on improper business 

methods. The appendix includes a list of behaviors that should always be considered 

misleading or aggressive – and are thereby prohibited. 

Some of the specific requirements of the Marketing Act are addressed in the problem-oriented 

statement in section 4 below. 

 

2.5 The Swedish Personal Information Act (1998:204) 

The Personal Information Act regulates the handling of personal information. Personal 

information includes all information that is related to a living natural person. The collection, 

storage, processing and dissemination of such information are examples of procedures that 

must take place in accordance with the requirements of the act. 

The Personal Information Act comprises a number of fundamental provisions that apply for 

all handling of personal information. A registrar must specify a definite purpose for which 

personal information is collected, for example to provide registration services under the .se 

top domain. Personal information may not later be handled for purposes that are not consistent 

with this purpose. In addition, a registrar may not handle more information than is required 

for the stated purpose and may not handle the information for a longer period than is 

necessary. This entails, for example, that registrars are not permitted to collect personal 

information simply because “it could be useful”. Information that is no longer needed to 

provide registration services must be deleted. The fundamental requirements also entail that 

the personal information being handled must be correct and not misleading. If this is the case, 

the information must be corrected. 

The Personal Information Act also stipulates that legal authority is required in order to handle 

the personal information of another individual. Such legal authority may comprise consent 

from the individual in question or that the handling of information is necessary for specific 

purposes listed in the act, for example so that an agreement with the registered person may be 



fulfilled. Usually, specific consent is required in most cases from the individual concerned 

before a registrar may handle sensitive personal information, such as information about 

health, political views, ethnic origin and so on. 

The personal information act also includes provisions stipulating that those handling personal 

information are obligated to provide information to the registered person in a specific way, to 

correct errors and to protect the information through technical and organizational means. 

Those who handle personal information in a manner that violates the law may be ordered to 

pay damages, and in some situations may also be sentenced to sanctions. The main regulation 

is that those handling personal information must report this to the Swedish Data Inspection 

Board, which is the state supervising authority in this area, but there are several exceptions 

from this duty to report. For example, registrars do not need to report that they are handling 

personal information that has a natural connection with their customer relationships. 

Certain other laws include specific provisions about personal information that deviate from 

the provisions of the Personal Information Act. For example, the Top-domain Act stipulates 

which information must be included in the domain name registry and states that .SE is 

responsible for the handling of the personal information in the registry (see above). 

In this context, a registrar’s handling of personal information may be governed by two 

different sets of regulations.  

 When a registrar handles personal information in order to update the national domain 

name registry, the task is carried out on behalf of .SE, and the registrar should comply 

with .SE’s instructions for the handling of the information. Such instructions are to be 

found in an appendix to the Registry-Registrar Agreement (see below). 

 

 However, if a registrar is handling personal information for another purpose, such as 

to carry out invoicing or to supply services other than registration services, the 

registrar is responsible for ensuring that the information is handled in accordance with 

the personal information act (see below). 

 

3 The obligations of registrars according to the agreement 

3.1 Registry – Registrar Agreement 

.SE and a registrar enter a Registrar Agreement. The agreement gives the registrar the right to 

provide registration services under the .se top domain. At the same time, through various 

requirements set out for registrars, .SE ensures that services are provided in a manner 

compliant with the Top-domain Act. If a registrar collaborates with someone to obtain new 

customers or to provide other registration services – the agreement mentions a “subregistrar” 

– the registrar has full responsibility for the actions of the subregistrar. 



According to the Registrar Agreement, a registrar’s most important obligations are to supply a 

complete range of registration services (new registrations, renewals, updating of contact 

information, transfers, handling of name servers, changes of registrars and deregistration). 

The agreement provides more detailed information about how these services are to be carried 

out. Further instructions of a more technical nature are included in other documentation 

supplied by .SE. According to the agreement, registrars are obligated to provide new 

registration services if .SE orders them to do so. 

The Registrar Agreement includes four appendices. Their content is part of the agreement 

between the parties. 

 Appendix 1, Accreditation requirements. 

 Appendix 2, Terms and Conditions of Registration applicable for the .se top domain 

(see next section below). 

 Appendix 3, .SE Integrity Policy. 

 Appendix 4, Prices and payment conditions. 

Other instructions from .SE are not part of the agreement, but rather constitute unilateral 

information from .SE. In certain cases, the agreement stipulates that the registrar is to follow 

the applicable instructions from .SE at all times. In such cases, the registrar becomes obligated 

under contract law to comply with the instructions given. .SE has for example issued 

instructions regarding use of .SE logotype and regarding acceptable levels of security for 

identification of the Holder in the execution of the Registration services. 

.SE may unilaterally amend the Registrar Agreement. The Registrar is to be informed at least 

one month before the amendment comes into effect. If the registrar does not accept the change 

in conditions, he or she may terminate the agreement. 

A registrar may transfer his or her rights and obligations under the Registrar Agreement to 

another accredited registrar, but not to anyone else. This entails that a registrar who wants to 

discontinue his operations may transfer his customers to another registrar who has an 

agreement with .SE.  

If a registrar violates the agreement, various sanctions may be applicable: 

 If .SE believes that the Registrar is in breach of the agreement, it may issue a warning 

to the Registrar with a request to rectify the situation. 

 If .SE believes that the Registrar is in serious breach of the agreement or if the 

Registrar does not rectify the situation following a warning, the .SE may suspend the 

registrar from carrying out new registrations for up to 30 days. 

 .SE may terminate the agreement if the registrar gravely neglects his or her obligations 

or does not rectify the situation following a warning or suspension. 

Either party may terminate the agreement even if there has been no breach of the agreement. 

The notification period is then three months. Notification must take place in writing. 



A registrar is obligated to provide compensation for damages resulting from breach of 

contract or otherwise resulting from the provision of registration services, but responsibility 

for damages is limited to ten base amounts. However, this limitation of responsibility does not 

apply if the registrar has acted intentionally or in cases of gross neglect. 

 

3.2 Terms and Conditions of Registration applicable for the .se top domain 

According to the Registrar Agreement, a registrar agrees to apply the relevant Terms and 

Conditions of Registration in his contract relationships with registrants at all times. 

Accordingly, the Terms and Conditions of Registration are binding between the registrar and 

registrant, but they give .SE certain rights, such as the right to transfer and deregister domain 

names in specific situations or to act as registrar in certain crisis situations. In terms of 

material content, the Terms and Conditions of Registrations correspond to a great extent to the 

previously applicable General Conditions. 

The Terms and Conditions of Registration include regulations for domain name registration 

under .se. These regulations specify who may register domain names and how domain names 

may be allocated. They also stipulate the characters and character sequences that may be 

included in a domain name, and that certain domain names are blocked or reserved. The 

regulations also state that registration may take place under main domains. The domain name 

regulations are implemented in .SE’s technical systems. 

The registrant’s obligations according to the Terms and Conditions of Registration are to 

provide correct information and to check the chosen domain name. 

Registrants are obligated to provide details of company names and contact persons, or private 

individuals’ given names and family names, corporate registration numbers/personal identity 

numbers, VAT registration numbers (only applicable for foreign legal entities within the EU), 

addresses, zip codes, cities, phone numbers and e-mail addresses. Registrants are obligated to 

continuously ensure that the information is current and to inform the registrar of any changes. 

If a registrant does not fulfill these obligations, .SE may, after issuing a warning, deactivate or 

deregister the domain name. 

Registrants are responsible for ensuring that a domain name does not constitute an 

infringement on the rights of another individual and that it does not otherwise contravene 

applicable statutes or public order, and that it is not intended to cause offence. If a domain 

name or the use of a domain name constitutes an obvious breach of Swedish law, .SE has the 

right to immediately deactivate or deregister it. 

According to the terms and conditions, registrars are obligated to provide various listed 

registration services (see above information regarding the Registration agreement). In general, 

a registrar may request payment or set other conditions for the provision of a registration 

service. When a registrant changes registrars, the outgoing registrar may not demand payment 

or set other conditions than those included in the Terms and Conditions of Registration. In 

addition, registration services must always be provided within the time periods stipulated in 



the terms and conditions. However, to enable the registrar to provide registration services, the 

registrant must have approved the Terms and Conditions of Registration and submitted 

correct information according to the above. 

.SE may deregister a domain name or transfer it to a new registrant following either dispute 

resolution proceedings (ADR) or a judgment. The specific conditions for ADR are included in 

the Terms and Conditions of Registration. The proceedings are handled by .SE without the 

direct involvement of the registrar. If dispute resolution proceedings have been initiated, a 

domain name may not be deregistered, assigned or transferred to another party while the 

proceedings are under way. 

The Terms and Conditions of Registration also regulate the procedures that apply if a 

registrar’s agreement with .SE expires and the registrar has not transferred his or her 

customers to another party. The registrant then accepts a temporary three-month protective 

placement with the registrar .SE Direkt. If the registrant does not select a new registrar within 

three months, he or she becomes a customer of .SE Direkt. 

The Terms and Conditions of Registration may be amended by .SE. Amendments become 

effective one month after their publication on .SE’s website. 

 

4 Problem-oriented review 

4.1 General requirements for operations 

Registrars must naturally conduct their activities in accordance with the provisions of 

legislation. This includes complying with regulations for companies, accounting and taxation. 

The legislation does not include any specific requirements for how the activities of registrars 

in particular should be conducted. However, the Registrar Agreement sets various general 

requirements for a registrar’s operations. Above all, these comprise the accreditation 

requirements in appendix 1. 

These requirements entail that the registrar must be an entrepreneur and hold an F-tax form or 

the equivalent. Registrars are required to have sufficient technical and administrative 

resources to fulfill their obligations. In addition, registrars must have sufficient technical skills 

to provide registration services using .SE technical interface. Registrars must have functional 

customer services. They are to carry out systematic security procedures. Their operations 

must be covered by satisfactory liability insurance. At least one of the registrar’s coworkers 

must be certified, i.e. at least one co-worker must have successfully completed training 

organized by .SE. 

 

4.2 General information requirements for online services 

The legislation includes various different types of information requirements for those 

conducting business activities online. One reason for the existence of these regulations is that 



customers and supervising authorities should be able to identify who is supplying the services 

in question. Another reason is that customers should receive the information needed to take 

rational decisions regarding the initiation of business relationships. In particular, consumers 

should be informed of their rights in any contract relationships. 

The Distance Contracts and Home Sales Act requires that an entrepreneur provide the 

following information before a distance contract is entered into: 

 Name and address. 

 The main characteristics of the service. 

 Price, included taxes and fees. 

 Form of payment. 

 Applicable information for refund claims (see below). 

 The period of time for which the contract is in effect. 

 The contract’s minimum duration. 

The E-commerce Act also includes various – partially overlapping – information requirements 

for those providing such information society services as domain name registration. According 

to the act, registrars must provide the following information: 

 Details of names, geographical addresses and e-mail addresses. In accordance with a 

ruling from the EU Court, the underlying EU directive also requires that it be possible 

to contact registrars via telephone or using an online form to which a response is 

quickly provided (also compare this information with the above details of the 

accreditation requirements for functional customer service). 

 Corporate registration number and VAT registration number. 

 If prices are included, they should be clearly and unambiguously specified (including 

VAT). 

 Registrars who are bound by some form of ethical regulations, such as membership in 

Registrars.se, are to provide information about these regulations and how the customer 

can find them online. 

The information should be easy to find, for example using a clear link that is provided in 

direct connection with the ordering service. 

When a direct purchase offer is made, specific information obligations also apply under the 

Marketing Act. However, in principle, these obligations overlap with the information 

requirements of the Distance Contracts and Home Sales Act and the E-commerce Act 

specified here. 

 

4.3 Marketing of domain names 

The conditions for the marketing of domain names are stipulated in marketing legislation and 

in the Registrar Agreement. 



In accordance with the Marketing Act, a fundamental requirement is that all marketing is to 

be formulated and presented so that it is obvious that the material is an advertisement. The 

identity of the party responsible for the advertising must also be clear. 

Domain name advertising may not be misleading. Customers are to be provided with correct 

and complete information on the conditions for domain name registration, including such 

factors as prices, terms and conditions of the agreement and duration of the agreement. 

Advertising can be misleading not only if it includes information that is clearly false, but also 

if it is misleading because certain essential information has been omitted (see, e.g., the 

previous section of this document). 

In addition, advertising may not bring other parties into disrepute, for example by 

inappropriately ridiculing or distributing false information about a competing registrar. Note 

that this also applies to individual contact with potential or existing customers. In addition, 

registrars must not conduct business at the expense of another business’s good reputation, for 

example by using another company’s trademark or attention value inappropriately. 

In accordance with the Registrar Agreement, registrars may only use the logo developed by 

.SE for accredited registrars, .SE’s trademark and other distinctive marks in accordance with 

the stipulations of .SE’s currently applicable written instructions. 

Misrepresenting oneself as an accredited registrar is a violation of the Marketing Act and the 

appendix to the directive on inappropriate business methods. The same applies to membership 

in Registrars.se. 

In accordance with the marketing act, e-mail (including SMS and other kinds of instant 

messages) may only be used to contact natural persons if they have provided their consent in 

advance. However, there are exceptions with certain limitations within the scope of an 

established customer relationship. If e-mail is used as advertising, the recipient must always 

be given the opportunity to easily opt out of further e-mail advertising. 

 

4.4 Examples of expressly prohibited business methods 

The Registrar Agreement prohibits registrars from using certain business methods – either 

directly or indirectly through affiliated companies. For example, registrars must not engage in 

domain name trading or register a large number of domain names without formal orders from 

actual registrants. In addition, registrars may not rent out domain names or use domain names 

registered in their own names to offer related services, such as web hotel solutions, to 

customers. 

The Marketing Act and the EU directive on inappropriate business methods also prohibit 

certain actions. The following are examples of actions related to domain names that may lead 

to market interference fees: 

 Inaccurately claiming that a product will only be available for a very limited period of 

time, or that it will be available only under specific conditions during a very limited 



period of time, to encourage the consumer to take an immediate decision without 

having sufficient time or opportunity to take a well-founded decision. 

 Describing a product as “free”, “free of charge”, “no fees” or in a similar manner if the 

consumer must pay an amount other than the unavoidable costs for responding to 

business orders and for collecting or paying for delivery of the product. 

 Including an invoice or similar payment document in advertising material that leaves 

consumers with the impression that they have already ordered the advertised material 

when this is not the case. 

 Repeatedly making unwanted contact with other parties via phone, fax, e-mail or other 

methods except under the conditions and to the extent that, in accordance with 

national legislation, such contact is warranted to fulfill a business obligation. 

The prohibited actions listed here do not constitute an exclusive list. Other types of actions 

may be prohibited according to laws and agreements. The Registrar Agreement also prohibits 

certain other business methods. As mentioned above, the Marketing Act also includes more 

vague bans on “inappropriate advertising”. 

 

4.5 Formulation of ordering functions 

The E-commerce Act sets out specific requirements for the formulation of ordering functions 

and stipulates that additional information must be provided. 

 Suitable and effective technical aids must be available to allow those placing orders to 

detect and correct any input errors before placing an order. This may be reasonably 

accomplished by encouraging the customer to check the information submitted on a 

special confirmation page. 

 Before an order is placed, information must be provided regarding the various steps in 

the ordering process and how input errors can be corrected. For example, the customer 

should be informed of what stage he or she has reached in the ordering process and 

whether it is possible to cancel or change the order at a later stage. The Swedish 

Market Court has, with reference to Swedish Distance Sellers’ industry regulations, 

expressed that an order preferably should be made in three steps: The buyer marks its 

interest with a specific click. The buyer gets opportunity to read both the details in the 

order and the contract terms and confirm this through a second click. The buyer 

confirms the order and accept the contract terms with a third click. 

 Customers should be informed of whether the agreement will be stored and made 

accessible. (As mentioned in the next section, the Registrar Agreement includes an 

obligation to document agreements.) 

The Swedish Market Court has found in a case that it was contrary to good marketing to have 

boxes pre-selected with regards to optional additional services. The buyer should therefore by 

himself or herself select the additional services he or she wishes.  

 



4.6 Agreements with registrants 

The new business model entails that registrants are customers of registrars, who are in turn 

customers of .SE. Accordingly, it is important for registrars to ensure that they enter binding 

agreements with their registrants. If a registrar does not want to take a business risk, it is 

essential to ensure that such an agreement is entered before the registrar provides registration 

services with .SE and thereby incurs payment responsibility for a domain name. 

A binding agreement with a registrant may be entered without direct formal requirements. An 

agreement can be binding even if it is not in paper form or does not include signatures. For 

example, a binding agreement may be entered by providing the registrant with access to the 

terms and conditions of the agreement on a website and having the registrant accept the terms 

by clicking on a statement such as “I accept the terms and conditions”. 

It is important for the registrar to secure evidence that an agreement has been entered with a 

given registrant and that the registrant has accepted certain terms and conditions (see below). 

In accordance with the provisions of general civil law, it is the party claiming that an 

agreement has been entered who must provide evidence that such is the case. Accordingly, if 

a dispute arises, the registrar may need to verify that a given registrant is bound by certain 

terms and conditions. This assumes the existence of clear technical and administrative 

procedures for entering into and storing agreements and that these can be presented to a court. 

Because information in digital form can easily be manipulated without it being possible to 

detect such manipulation, there should normally be a requirement for some form of technical 

solution to guarantee a website user’s identity and the integrity of the agreement content. 

However, exactly what is required for agreements with certain content to be designated 

“verified” must be determined by considering the circumstances of each individual case. 

The Registrar Agreement requires that registrars secure documentation of agreements with 

registrants and that they make this documentation available to .SE on request. In this regard, 

the provisions of the Registrar Agreement entail that, with the aid of information on paper or 

in digital form, the Registrar must be able to verify that a given registrant has accepted the 

Terms and Conditions of Registration and any terms and conditions that the registrar may 

have imposed. A signed agreement in paper format, or electronic documents signed with 

secure electronic signatures or other ID solutions such as those supplied by banks can usually 

be deemed sufficient documentation. If supplemented with satisfactory evidence of 

organizational procedures for the identification of the registrant and the origin and storage of 

the digital information, less secure electronic solutions should also be able to fulfill the 

documentation requirement. As mentioned above, the assessment must always be made by 

considering all circumstances of the individual case. In accordance with the Registrar 

Agreement, the documentation gathered by the Registrar should be protected against 

destruction, for example through the implementation of backup procedures. 

The Terms and Conditions of Registration in the agreement between registrar and registrant 

comprise two parts. In his or her contract relationship with the registrant, the Registrar agrees 

to apply the relevant applicable Terms and Conditions of Registration at all times. The 

registrar is to keep these terms and conditions accessible on his website, separate from his 



own terms and conditions for agreements, and must provide a link to .SE website. In 

accordance with the Registrar Agreement, Registrars are obligated to specify that the Terms 

and Conditions of Registration take precedence over their own terms and conditions for 

agreements. 

Registrars themselves may determine the more detailed content of their own terms and 

conditions for agreements following a fundamental review of their actual operational and 

legal requirements. This detailed content may include the regulation of financial terms and 

conditions, levels of service, security and the handling of personal information, for example. 

The terms and conditions may never be unreasonable for registrants. Unreasonable terms and 

conditions can be prohibited by the Swedish Market Court or by the Swedish Consumer 

Agency. They may also be modified or entirely disregarded if a dispute arises between the 

registrant and registrar. The above information also indicates that a registrar’s own terms and 

conditions may not contravene the Terms and Conditions of Registration. 

 

4.7 Information after an order has been placed 

In accordance with the Distance Contracts and Home Sales Act, immediately after a consumer 

places an order, the registrar must provide the same information that he or she is obligated to 

submit before an agreement is entered (see above), but the information must be provided in 

permanent form, i.e. on paper or as an e-mail message. Thus, this information cannot be 

provided on a website, if this isn’t locked for the current Holder and kept intact over time. In 

addition, details regarding the following must be provided in permanent form: 

 Refund claims (see below) and the name and address to which refund claims may be 

submitted, 

 Address, phone number or e-mail address and street address to the premises of the 

organization where consumers may present complaints, and 

 Terms and conditions for agreement termination if the agreement is in effect until 

further notice or for longer than one year. 

In particular, note that the withdrawal period does not begin to take effect if this information 

has not been submitted correctly. In practice, this entails that the right to request a refund 

cannot be denied because the registrant has requested that registration services be provided. 

The registrant is also entitled to the right to request a refund for a much longer time period 

than would otherwise apply (see the next section). 

The e-commerce act requires that a received order must immediately be confirmed, and that 

customers must be given access to the terms and conditions in a manner that allows them to 

save and recover them. This entails that confirmations with terms and conditions of 

agreements can be sent via e-mail. Confirmations may also be shown to customers on a 

webpage, but this requires that customers can easily save or print the terms and conditions. 

A confirmation that an order has been received need not always correspond to an acceptance 

in terms of contract law that a binding agreement has been reached between parties. If the 



Registrar believes that more should be required before a binding agreement is considered to 

exist, the confirmation should be formulated so that this is clearly indicated. For example, the 

confirmation may state that the order has been received but that specific additional actions are 

required from one of the parties in order to make the agreement binding. If such a clause is 

not included, there is a risk that the confirmation entails that the Registrar is bound in terms of 

contract law by the text of the confirmation. 

 

4.8 The right to reverse a purchase 

The Distance Contracts and Home Sales Act gives consumers the right to reverse a distance 

contract under certain specific conditions. For such contracts, the right to reverse a purchase 

entails a departure from the principle that contracts must be upheld. 

The regulations for the right to reverse a purchase are relatively complex. In brief, they entail 

that, without providing any reason, a consumer may reverse his domain name order within 14 

days – counted from the day when he received the information stated above in permanent 

form. When a consumer exercises his right to reverse a purchase, his payment for the 

registrar’s services must be refunded. 

Because .SE does not give registrars (who are entrepreneurs) the right to reverse a purchase, 

registrars risk a financial loss if a customer reverses an order. One way to avoid this loss is to 

apply an exception from the right to reverse a purchase that is included in the Distance 

Contracts and Home Sales Act. This exception applies if “the fulfillment of obligations has 

begun with the consumer’s consent during the withdrawal period”. The entrepreneur is 

responsible for providing evidence that the consumer has provided such consent and that he 

has understood that this entails the loss of the right to reverse the purchase. However, consent 

regarding the provision of registration services can only be granted after the consumer has 

received the abovementioned information in permanent form. This entails that consent cannot 

be granted by checking a box when ordering the domain name. 

Within the scope of an ongoing contract relationship with the registrant, a registrar may 

supply a variety of different registration services. The Distance Contracts and Home Sales Act 

probably entails no right for the registrant to reverse the ordering of these continuous 

registration services. Rather, the right to reverse a purchase is limited to the original 

(framework) agreement. 

Because the Distance Contracts and Home Sales Act is applicable only to consumers, legal 

entities lack the right to reverse a purchase. 

 

4.9 The continuous provision of registration services 

As indicated above, the Registrar Agreement and Terms and Conditions of Registrations 

constitute an obligation for the registrar to continuously supply certain listed registration 

services. Agreements establish certain minimum levels of service, but registrars can of course 

offer higher levels of service in their own agreement terms and conditions. 



Item 7.3 of the Registrar Agreement states that registrars are to check that it is the registrant 

who has requested registration services before these services are provided. Accordingly, when 

a registrant requests registration services, he or she must be identified by the registrar in the 

most secure manner possible. .SE has stated, in Instruction 2 to the Registry-Registrar 

Agreement, that such identification can take place by ensuring that the individual requesting 

the registration services has shown that he or she has control of the e-mail address stated in 

the domain name registry. Obviously, more secure methods of identification may also be 

used. Just as it is important to do so for the original agreement with the registrant, it is 

important that the registrar documents his identification procedures and how identities have 

been confirmed in individual cases. Otherwise, there is a risk that the registrar can be held 

responsible for damages resulting from the provision of registration services by an 

unauthorized individual. 

 

4.10 Demands from third parties such as proprietors of trademarks 

Cases do arise in which a third party is dissatisfied with a registrar’s registration of a domain 

name and accordingly makes demands of the registrar. The Registry-Registrar system 

assumes that such demands will be handled by .SE. Primarily, this takes place through the 

alternative dispute resolution proceedings (ADR) provided by .SE. In accordance with the 

Terms and Conditions of Registration, .SE can also deregister or transfer a domain name that 

obviously violates the law. In this context, any third-party claims should primarily be referred 

to .SE or to a court of law. However, a registrar acting in the capacity of a provider of web 

hotel services, for example, may be obligated to act in order to end the illegal access provision 

that may take place through such services. These obligations, including those entailed in the 

Act on Responsibility for Electronic Bulletin Boards, are not addressed in detail here. 

 

4.11 Information on the Holder and rules regarding handling personal 

information 

In terms of handling personal information that is included or will be included in the national 

domain name registry, the registrar acts as a personal information assistant to .SE, which is 

responsible for the handling of the information. This entails that the registrar may only handle 

personal information in accordance with .SE’s instructions in the Registrar Agreement 

(primarily Appendix 3, .SE Integrity Policy). For example, registrars agree to collect any 

necessary consent for the publication of personal information on the Internet (in the Whois 

database). In practice, this is achieved by that the Registrar makes sure that the Holder is 

bound by the Terms and Conditions. According to the policy regarding personal integrity, the 

Registrar agrees not to provide personal information to anyone other than .SE or the person to 

whom the information relates. Further, the integrity policy states that a registrar must take 

certain security measures. 

In article 9 in the Registry – Registrar Agreement it is stated which information which shall 

be obtained from the person applying to register a domain name. The information shall 



immediately be submitted to .SE. The registrar undertakes not to perform a registration 

service before this information is collected. The registrar is obliged to, in a suitable way, 

verify the accuracy in the information left by the holder. The registrar is also obliged to take 

care of the register, that is to continuously control that the information is correct and up to 

date, and inform .SE about any changes.  

If a registrar handles personal information for purposes other than the commitments of a 

registrar as included in the Registrar Agreement, such as to invoice a customer or to offer 

services other than registration services, the registrar is responsible for the personal 

information related to the transaction. Accordingly, in such situations, the registrar must 

ensure that the provisions of the personal information act constitute legal authority for the 

handling of the information. For example, this legal authority may comprise obtaining consent 

from the registered individual or only carrying out the actions required to fulfill the agreement 

with the individual. The fundamental requirements for handling personal information entail 

that customer information may not be stored for a longer period than is necessary to fulfill the 

agreement with the registrant. This entails that personal information must generally be deleted 

after a given period of time after the customer relationship has ended. Registrars are also 

prohibited from using personal information for purposes other than those for which the 

information was gathered. This means among other things, that a registrar may only disclose 

personal information if there is an explicit support for this in the agreement between the 

registrar and the holder, or if the disclosure in another way is compatible with Swedish 

personal information act. 

Registrars must further on provide information about the handling of the personal 

information, including who has handled the information, the purpose for which it was handled 

and certain other information that is required so that the registered individual is able to 

safeguard his rights. The latter entails that customers are to be informed that they may notify 

the registrar that personal information may not be used for advertising purposes. The general 

rule is that data about the handling of personal information is to be submitted when the 

personal information is gathered. This includes, for example, when the information is 

gathered in connection with the online form in which registered individuals submit their 

information. In this context, the regulations regarding the handling of personal information 

should be considered in relation to the design of technical systems, the analysis of information 

flows in the organization and the establishment of the registrar’s own terms and conditions for 

agreements. 

 

5 Legal issues linked to cross-border operations 

5.1 Introduction 

Up to this point, this document reflects the content of Swedish law. However, a registrar can 

carry out activities in countries other than Sweden. Further, a registrant who is a natural 

person may be domiciled outside Sweden, and a registrant who is a legal entity can be 



established outside Sweden. In all of these situations, the issue of whether Swedish law 

should actually be applied becomes important. Issues related to the applicable laws for a given 

legal situation are often complex, and there is often great uncertainty about what is applicable. 

One reason is that different countries may have different regulations for when their laws are 

applicable. Another is that Swedish regulations on conflict of law are often open to different 

interpretations. 

Accordingly, it is only possible in this section to outline certain fundamental elements of 

Swedish regulations on the applicable legislation. In addition, a brief summary is provided of 

the extent to which a registrar can have obligations equivalent to those described above in the 

cases in which foreign law is found to be applicable. However, the latter analysis is not based 

on an investigation of the content of foreign law. Rather, it only reflects the extent to which 

Swedish regulations on such elements as information requirements, marketing and the 

handling of personal information are based on EC directives that must be implemented in all 

EU countries (such as Germany and Denmark) or in the EFTA (such as Norway). 

Regulations regarding which court is authorized to resolve any disputes are not addressed in 

this document. It can only be noted that both the Registration agreement and the Terms and 

Conditions of Registration state that any disputes related to these agreements must be resolved 

in Swedish courts. In most cases – but not in all consumer disputes – such provisions are 

understood to prevent a foreign court from trying the dispute related to the agreement. 

 

5.2 In accordance with Swedish conflict of law rules, when is Swedish law 

applied? 

Swedish conflict of law rules differ among different legal areas. The following is a brief 

discussion regarding the abovementioned legal areas. 

The regulations addressed above that can be included under market law (i.e. the provisions of 

the marketing act, the provisions of the Distance Contracts and Home Sales Act regarding 

information, and the provisions in the E-commerce Act regarding information and the 

formulation of ordering functions) are applicable in two situations. First, they apply to 

registrars who are deemed to be established in Sweden, namely that they conduct their 

operations in Sweden from a permanent place of business. Second, Swedish regulations 

related to market law apply if a registrar is established in a country outside the European 

Economic Area (EEA), but the operations must be deemed to target the Swedish market. It 

follows that Swedish market law does not apply to registrars who are only established in EEA 

states other than Sweden. Accordingly, it is irrelevant whether the operations of such 

registrars are deemed to target the Swedish market. Swedish law does not apply in such 

situations because of the country of origin principle in the e-commerce act. (This can be 

compared with the transmission state principle applied for cross-border TV broadcasts.) 

Swedish personal information legislation applies to registrars who are established in Sweden. 

Swedish law for the handling of personal information also applies if a registrar who is 

established in another country uses equipment located in Sweden. When a registrar handles 



personal information in accordance with the Registrar Agreement, i.e. as an assistant to .SE, 

Swedish law should always apply. 

Contract law obligations in the relationship between a registrar and .SE are regulated by 

Swedish law. The Registrar Agreement includes a conflict of law clause that designates 

Swedish law, and such clauses are deemed binding in nearly all countries. 

As a general rule, the contract law relationship between registrar and registrant also falls 

under Swedish law. The Terms and Conditions of Registration also include a conflict of law 

clause that designates Swedish law. However, when the registrant is a natural person 

domiciled in a country other than Sweden, there are specific cases in which consumer-

protecting conflict of law rules deem that the registrant always, or under certain 

circumstances, is able to invoke his or her own national consumer protection regulations. In 

practice, this is only relevant if the Terms and Conditions of Registration are deemed to 

contravene obligatory consumer protection regulations in the registrant’s native country. This 

circumstance may not be very probable. 

 

5.3 Do registrars have corresponding obligations under foreign law? 

As mentioned in the introduction to this section, it is not possible in this document to address 

the content of the legislation of all of the world’s countries. Instead, this document provides 

an overview of the extent to which the abovementioned obligations for registrars in Swedish 

law are based on EU legal regulations that can be deemed to have an equivalent in other EU 

countries or in states that are members of the European Free Trade Association (EEA 

countries).  

The overall conclusion is that most of the laws addressed above are based on EU directives. 

 The Marketing Act is primarily based on Directive 2005/29/EC, concerning unfair 

business-to-consumer practices in the internal market. 

 The Distance Contracts and Home Sales Act is based on Directive 1997/7/EC on the 

protection of consumers in respect of distance contracts. 

 The e-commerce act is based on Directive 2000/31/EC on certain legal aspects of 

information society services, in particular electronic commerce. 

 The personal information act is based on Directive 1995/46/EC on the protection of 

individuals with regard to the processing of personal data. 

In all cases except the distance contracts directive, these are harmonization directives, 

meaning that the member states are obligated to create a specific legal situation by 

implementing national regulations. In terms of the issues covered by these directives, it can be 

assumed that the legal situation is generally also the same in such countries as Denmark, 

Germany and Norway. However, important differences in the details may exist. Accordingly, 

those conducting business in these countries should carry out a thorough investigation of the 

requirements of the national legal systems there. 



In contrast, the distance contracts directive is a minimum directive. This entails that the 

member states must guarantee a specific minimum level of consumer protection, but that they 

can uphold a higher level of protection than that required by the directive – if the free 

movement of goods and services is not hindered. For example, certain member states have 

chosen to implement the minimum withdrawal period required by the directive, namely seven 

working days, but Sweden chose a withdrawal period of 14 days, as indicated above. 

Some of the regulations addressed above, such as those regarding how binding agreements 

may originate and the regulations relating to the law of evidence, have not been harmonized 

through EU directives at all. However, in practice there are also significant similarities among 

different countries in these legal areas, particularly within the Nordic countries. 

Based on the above information, it is not possible to draw any conclusions on the obligations 

of registrars according to foreign law. Because most of the abovementioned obligations for 

registrars under Swedish law are based on directives, and because Sweden often safeguards 

strong consumer protection when directives are implemented, registrars who choose to fulfill 

these obligations will in practice also fulfill the requirements of other EU and EFTA 

countries. However, important exceptions may arise, as mentioned above. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



Appendix: Legal checklist for the formulation of domain name ordering services 

The following simple legal checklist can be used for the formulation of online services for 

domain name registration. It is chronological and refers to the sections of this document that 

provide more detailed information regarding the specific requirements. Obviously, a simple 

checklist cannot replace a more in-depth legal analysis. 

1. Fulfill the information requirements. Remember that the information is to be presented 

clearly. 

a. Provide information about the handling of personal information that will occur when 

orders are placed (both your own handling of the information and that carried out by 

.SE when the information is entered in the domain name registry). (Sections 2.5 and 

4.11.) 

b. Fulfill the information requirements stipulated in the Distance Contracts and Home 

Sales Act (Section 4.2). 

 c. Fulfill the information requirements stipulated in the e-commerce act (Section 4.2). 

2. Do not use inappropriate advertising or prohibited business methods (Sections 2.4, 4.3 and 

4.4). 

3. Formulate ordering functions correctly. 

a. Ensure that the ordering process is clear and that customers have the opportunity to 

correct input errors before orders are sent (Section 4.5). 

b. Ensure that customers receive information about how the ordering process is 

formulated and how they can reverse purchases and correct orders at later stages of the 

process (Section 4.5). 

c. Ensure that customers formally accept the terms and conditions of the agreement 

(including the Terms and Conditions of Registration), for example by checking a box 

when the terms and conditions are shown (Section 4.6). 

4. Ensure that the terms and conditions of the agreement for registrants are correct and 

complete. 

a. Ensure that your own agreement terms and conditions do not breach the Terms and 

Conditions of Registration (Sections 3.2 and 4.6). 

b. Ensure that the Terms and Conditions of Registration take precedence over your own 

agreement terms and conditions (Sections 3.2 and 4.6). 

c. Ensure that your own agreement terms and conditions are not unreasonable (Section 

4.6). 

d. Ensure that you obtain consent for those registered, as required by Appendix 3 of the 

Registrar Agreement (sections 4.11 and 2.5). 

5. Provide information after an order is placed. 

a. In an e-mail message or on paper, provide the information required by the Distance 

Contracts and Home Sales Act, such as information on the right to reverse a purchase 

(Section 4.7). 

 b. As stipulated by the E-commerce Act, confirm the order (Section 4.7). 

6. Document the agreements. 



a. Ensure that you have evidence showing that you have entered an agreement with your 

customer and that he or she has accepted the Terms and Conditions of Registration 

(Section 4.6). 

 b. Store the evidence securely and use backup procedures (Section 4.6). 

7. If necessary, obtain the consumer’s consent for the service to be provided during the 

withdrawal period (Section 4.8). 

8. Provide registration services. 


